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Abstract

The National Security / Emergency Preparedness (NS/EP) Data Transport Service enables an NS/EP Service Provider to
provide acceptable throughput and performance to the Service User for applications using the Default Bearer within a designated
PDN Connection in the Evolved Packet System (EPS) during periods of severe network congestion when normal commercial
data service is degraded.

This Technical Report (TR) analyzes NS/EP Data Transport Service invocation / revocation for several use case scenarios and
identifies the implied requirements on the EPS, in order to facilitate a common approach for NS/EP Data Transport Service
invocation / revocation across multiple NS/EP Service Providers.
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Foreword

The Alliance for Telecommunications Industry Solutions (ATIS) serves the public through improved understanding between
carriers, customers, and manufacturers. The Packet Technologies and Systems Committee (PTSC) develops and recommends
standards and technical reports related to services, architectures, and signaling, in addition to related subjects under
consideration in other North American and international standards bodies. PTSC coordinates and develops standards and
technical reports relevant to telecommunications networks in the U.S., reviews and prepares contributions on such matters for
submission to U.S. International Telecommunication Union Telecommunication Sector (ITU-T) and U.S. ITU
Radiocommunication Sector (ITU-R) Study Groups or other standards organizations, and reviews for acceptability or per contra
the positions of other countries in related standards development and takes or recommends appropriate actions.

The mandatory requirements are designated by the word shall and recommendations by the word should. Where both a
mandatory requirement and a recommendation are specified for the same criterion, the recommendation represents a goal
currently identifiable as having distinct compatibility or performance advantages. The word may denotes an optional capability
that could augment the standard. The standard is fully functional without the incorporation of this optional capability.

NOTE - The user’s attention is called to the possibility that compliance with this standard may require use of an invention
covered by patent rights. By publication of this standard, no position is taken with respect to whether use of an invention
covered by patent rights will be required, and if any such use is required no position is taken regarding the validity of
this claim or any patent rights in connection therewith. Please refer to [https://www.atis.org/policy/patent-assurances/]
to determine if any statement has been filed by a patent holder indicating a willingness to grant a license either without
compensation or on reasonable and non-discriminatory terms and conditions to applicants desiring to obtain a license.

Suggestions for improvement of this document are welcome. They should be sent to the Alliance for Telecommunications
Industry Solutions, 1200 G Street NW, Suite 500, Washington, DC 20005.

At the time of consensus on this document, the PTSC, which was responsible for its development, had the following leadership:

M. Dolly, PTSC Chair (AT&T)
V. Shaikh, PTSC Vice Chair (Peraton Labs)



ATIS-1000102.v002

Table of Contents

1.

2
3

4

6

SCOPE, PURPOSE, & APPLICATION 1
1.1 SCOPE ...ttt et ettt a e s a e b et e h et e a et e e ae et e h e s he bt e ue bt et e et ettt bt saeeat et ene oot etens 1
L2 PURPOSE ...ttt ettt ettt st et et ettt s st b et bttt et e ae s e b e e s bt b e et et et et e s e b e bt s bt bt bbb benen 1
L3 APPLICATION ..ottt ettt et b s e bbbt se b b et e b e et e e a e e ns 1

NORMATIVE REFERENCES 1

DEFINITIONS, ACRONYMS, & ABBREVIATIONS 2
3.1 DEFINITIONS ...ttt sttt b et eb e h b s b et e et e et e e b e b e b easeae et e e e e saesae e 2
3.2 ACRONYMS & ABBREVIATIONS ......ocuiiiiiiiiieiie ittt ettt st st st s ettt s et 3

OVERVIEW OF THE NS/EP DATA TRANSPORT SERVICE 4
4.1 GENERAL ...ttt ittt ettt ste ettt ettt ettt e e bt bt sttt es et e e bt e et bt ea e eb e st e st e st et eatena et e eb e eu e bt eueeae et et enne e e nes 4
4.2 ASSUMPTIONS. ..c.eeitiriiettitintteit ettt ettt s e ettt et et eat et e b e bt s e e b e s bt eb e eb e ebs e st e st eas et e ea e bt sa e et e eueebeesteneensenaenaenbeseeeueeueene 5
4.3 KEY FEATURES AND CHARACTERISTICS ......eeutiutetiientintinteeteete et eutententententestesaestesueeueeutsseesnessenaensesaessensesueenesseessensensenne 6

4.3.1 Invocation of the NS/EP Data TranSPOFt SEFVICE ...........c.cecueivueeeeeeiiieeieesriesteesseesseeniaeessaeessssessseasessssaessees 6

4.3.2 Sustaining Performance of the NS/EP Data TranSport SEIrVICE.............cccuevvuiiveeecrieieieeecieeiriesereesveesiseesiveennesns 7

4.3.3 Revocation of the NS/EP Data TrAnSPOFE SETVICE .............ccuveeveerieeiiiesieeiie e eieeereeseteeseseesseaseseesisaesssesssseanssesns 7

ARCHITECTURAL REFERENCE MODEL 7
5.1 OVERVIEW ...ttt e h et e et a b b ea e a et e et et sa saeeh e sae e s er e et et et e e saesaeenes 7
5.2 REFERENCE ARCHITECTURE FOR NS/EP DATA TRANSPORT SERVICE .......coccuruimieiemiieninnieeneereneeiesteeenesneseene e ene e 7
53 USE OF EPS BEARERS FOR THE NS/EP DATA TRANSPORT SERVICE........c.ccutcueuinieiriiieerenenneneniinenesseeesesseenesessesnenesnenes 8

USE CASES (FLOW DESCRIPTIONS) 9
6.1 USE CASES / ASSUMPTIONS ....cuvitiiuteueeuienteutetetetestteteeteessessesteasessessessesaeeseeueeseestensensesstasesaesaeeseentensensennensensensessesseens 10
6.2  NS/EP DATA TRANSPORT SERVICE - FLOW DESCRIPTIONS........cecteiiientiieieniinesteereieenteteteiesiestesseeseesnensensensensenes 11

6.2.1 NS/EP Data Transport Service - USE Of BIOWSEF ...........cccueecieiieeeeiieiieesieesiteeitestaeesaeeesiaesseesereessseessessssaensnes 12

6.2.2 NS/EP Data Transport Service - use of special DTS Application by NS/EP-Subscribed UE ............................ 14
6.3 SUB-FLOW DESCRIPTIONS .....ueeuteuteutitentintintteteeteeseestestessetesstasessesseeseestessessessensessessesueesteneeseensensensensessessessessesseseenens 17

6.3.1 RRC Connection ESTADIISHINMENT .................cc.occeiiiiieeieeeiieeeeeetie et ett et e s e st e eae e taeestteasaeeseeessaeenseessseensseens 17

6.3.2 Attach and PDN Connection EStabIISHINENL .................c..cccooeiuieeiiiiieeeeeeiie e e 17

6.3.2.1 Advance Priority-HSS at the time of Attach / PDN Connection Establishment .............cccccoeveviveriiniinnennnen. 18
6.3.2.2  Advance Priority with an Additional Dedicated BEarer.............ceocveviieieeiiniieiieiieie et 20
6.3.3 Establishment of AF Signalling Flow between UE and DTS Server..............ccccccccoveiviniiiiiiiiiiiieienieenennns 22
6.3.4 HTTPS-based Invocation of the NS/EP Data Transport S€FrViICe ..............cocucuioiicencoieiieiiiiesieieaieieeieeens 25
6.3.4.1 DNS QUETY and RESPOMNSE......ecuiiiieiieitieiietieiieste st e ste e steste st este et e eseesstesseasseesseesseseesseensesssessseseesseensenneas 26
6.3.42 TCP Connection EStabliSHMENT .........cceiiiiiiiiiiiiiiiieiee ettt s 27
6.3.4.3  SSL/TLS HandShaKe.......c..coiuieiiiiiiieiieie ettt et ettt et ettt et et e e eb e e b e nbeenbeeeesaees 27
6.3.44 HTTP Message Exchange — without Subsequent Entry of NS/EP Credentials............cceoevverciiinieecieenirennen. 27
6.3.4.5 HTTP Message Exchange — with Subsequent Entry of NS/EP Credentials..........cccccevcvieeiieniiencreenieeiveenen. 28
6.3.5 PCC Mechanisms for Invocation of the NS/EP Data Transport SETViICe ...........c.cccveecueeciueesieeesreeiveeiseenreenenes 28
6.3.6 HTTPS-based Revocation of the NS/EP Data Transport SETVICE ...........c..ccueeeeeiiueenceeesiieeeeesieeneesiaeanseesnens 31
6.3.6.1  TCP CONNECLION REIEASE .....c..eovertirtiriiiiieiiiiiteteet ettt st ettt sttt ettt ae 32

6.3.7 Removal of AF Signalling Flow Previously Established for Priority Signalling between UE and DTS Server 32

ANALYSIS AND RECOMMENDATIONS 33
7.1 ANALYSIS ..ttt e e b et a e e h e e R et s a e bbb 33

7.1.1 Relationship to 3GPP Priority EPS Bearer ServiCe ..............ccccuiuimiiiiiiiiiiiie ittt ettt 33

7.1.2 Priority Signalling between the UE and the DTS SerVer ..........cccccuoicueeiiiiiiieeiieiieeeeeaeestieesiveevee e sevee e 33

7.1.3 Mechanism used for UE interactions With DTS SErVer.............cccucvuiiiieeciiiiieeiiesee e eaeesie e eiae e sevee s 35

7.1.4 Authorization Mechanism(s) for the NS/EP Data TranSport SEFVICE............ccouevvveivuveeiiieiiieeriesieeereesveenveenns 35

7.1.5 ACCESS 10 DTS SCHVEF ...ttt ettt ettt et e et e st e et e e tb e e e tteeabae e eteeeasteesbeaesseessbaennseesssaensseeens 36

7.1.6 Applicability of NS/EP Data Transport Service to particular PDN cONRECtion(S)........c...coeeeveevveeeeeicrvenennanns 37

7.1.7 DTS Server / DRA deterMination Of PCRFE ...........cccoooiiiiieeiii et ettt esie et eaae et entaesbeassseesssaesnseenenas 37

7.1.8 Addition of New Diameter MPS-ACIHON AVP.........c.ccccoiiiiiiiiieiiieiiiiesee ettt 37

7.1.9 PCC Mechanism used for Modification 0f PCC RUIES ............ccccccooiriiiiiiiiiiiiioieiiieeiese ettt 38



ATIS-1000102.v002

7.1.10  Extensions to PCC Event Notification CapaBIlIties................cccueuvuiiiiueeeeeiiiieeieiesiieesieeeriesseesieeensesssesssaesnneens 38
7.1.11  NS/EP Data Transport Service REVOCALION .................c.cociiiiioiiiiiieiiiiiieee ettt 39
7.1.12  Configuration of QoS Values for NS/EP Data Transport SEFVICE .............c.ccucuiiuecuerineniininenceieeieeeneeenees 39

7.2 RECOMMENDATIONS .....cooiiiiiiiiiiiiitiiitiititt ettt ettt s st s et s s s e s et et b s e e ss e s s e b et eneeae s neea s eae s ene s 40

A NS/EP DATA TRANSPORT SERVICE - 3GPP RELEASE 17 EXTENSIONS 43

Table of Figures

FIGURE 5-1: NON-ROAMING ARCHITECTURE FOR NS/EP DATA TRANSPORT SERVICE ......ccovviivieerieireesireenireessneesseeenseeeeresenseeenns 8
FIGURE 5-2: USE OF EPS BEARERS FOR THE NS/EP DATA TRANSPORT SERVICE.........cccitiiirieerieireaetreesireesreesseeesseaesseessseessesans 9
FIGURE 6-1: OVERVIEW OF NS/EP DATA TRANSPORT SERVICE FLOW - USE OF BROWSER ......ccoccoiiiiiiieiieieiee e 12
FIGURE 6-2: OVERVIEW OF NS/EP DATA TRANSPORT SERVICE FLOW - USE OF SPECIAL DTS APPLICATION BY NS/EP-
SUBSCRIBED UE ...ttt et ettt e e et e e ettt e e e et e e e etaee e eaaaeaeeeateseeesseeeeetteeseeaeeseateeeeesaeesennreeean 15
FIGURE 6-3: E-UTRAN ATTACH AND PDN CONNECTION ESTABLISHMENT PROCEDURE (WITH GTP-BASED S5/S8)
ILLUSTRATING ADVANCE PRIORITY-HSS ... .ottt e e e et e e et e e e eat e e eeatee e eeaneas 19
FIGURE 6-4: E-UTRAN ATTACH AND PDN CONNECTION ESTABLISHMENT PROCEDURE (WITH GTP-BASED S5/S8)
ILLUSTRATING ADVANCE PRIORITY-HSS, INCLUDING DEDICATED BEARER.........cc.ccoitiiiiteeiteeeieeereeeeteeeieeeeeeeraeeeaeeeeneeens 21
FIGURE 6-5: ESTABLISHMENT OF AF SIGNALLING FLOW FOR UE TO DTS SERVER COMMUNICATIONS........ccceevrrerireeenereeeeens 23
FIGURE 6-6: ILLUSTRATIVE SERVICE REQUEST FLOW (FOR HTTPS-BASED SERVICE INVOCATION) .....eeriiirieeniieenieeniieeneeenaes 26
FIGURE 6-7: NS/EP DATA TRANSPORT SERVICE INVOCATION - PCC INTERACTIONS .....cveieiiieiiieerieereesireeeneeetveesereenneessneennens 29
FIGURE 6-8. NS/EP DATA TRANSPORT SERVICE REVOCATION - PCC INTERACTIONS......ccoiviierieireenereenireeeieeestreeneeeveeeneeeenens 31
Table of Tables
TABLE 6-1: USE CASE ASSUMPTIONS: INVOCATION / REVOCATION OF NS/EP DATA TRANSPORT SERVICE ........ccceevvveeeeniieenns 10



ATIS STANDARD ATIS-1000102.v002

ATIS Technical Report on —

Invocation/Revocation of the National Security / Emergency
Preparedness (NS/EP) Data Transport Service for the
Evolved Packet System (EPS)

1. Scope, Purpose, & Application

1.1 Scope

The proliferation of advanced data communications introduces new opportunities and challenges for National
Security / Emergency Preparedness (NS/EP) communications. Expanded data capabilities enhance the ability for
Service Users to carry out their NS/EP mission. At the same time, high data traffic volumes place significant
demands upon Service Provider's networks and can hamper their ability to support the offered traffic load when
these networks are impaired due to congestion and/or damage from natural or human-caused disasters. The NS/EP
Data Transport Service is designed to address these needs.

This Technical Report (TR) analyzes NS/EP Data Transport Service invocation / revocation for an Evolved Packet
System (EPS), including the associated user interactions with the NS/EP Service Provider, for several key use case
scenarios as specified in TS 22.153 [Ref 1]. It describes support of the NS/EP Data Transport Service based on
updated Policy and Charging Control (PCC) features for the EPS Bearer Service as specified in 3GPP Release 17,
plus an enhancement that is recommended for 3GPP Release 18 deployments of the NS/EP Data Transport
Service.

1.2 Purpose

The purpose of this TR is to use the TS 22.153 [Ref 1] use case scenarios to identify the implied requirements on
the EPS and the Policy and Charging Control (PCC) architecture supporting the NS/EP Data Transport Service.

The objective is to facilitate a common approach for NS/EP Data Transport Service invocation / revocation across
multiple NS/EP Service Providers.

1.3 Application

This TR is applicable to the public network infrastructure. It could also be utilized within a non-public network
infrastructure.

2 Normative References

The following standards contain provisions which, through reference in this text, constitute provisions of this
Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this Standard are encouraged to investigate the possibility of applying the most
recent editions of the standards indicated below.

3rd Generation Partnership Project (3GPP)
[Ref 1] 3GPP TS 22.153, Multimedia priority service (Release 17).
[Ref 2] 3GPP TS 23.203, Policy and Charging Control Architecture (Release 17).



