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Foreword

This PAS was sponsored by the Department for Transport (DfT) and the Centre for
the Protection of National Infrastructure (CPNI). Its development was facilitated by
BSI Standards Limited and it was published under licence from The British Standards
Institution. It came into effect on 31 May 2021.

Acknowledgement is given to Alexandra Luck, as the
technical author, and the following organizations
that were involved in the development of this PAS as
members of the steering group:

e A Luck Associates

e AU Security Consulting

e Centre for the Protection of National Infrastructure
(CPNI)

e Confederation of Passenger Transport UK (CPT)

e Construction Plant-Hire Association (CPA)

e Counter Terrorism Policing Headquarters (CTPHQ)

e Department for Transport (DfT)

e Fleet Operator Recognition Scheme (FORS)

e Hire Association Europe (HAE)

¢ Institute of Couriers (I0C)

e Logistics UK

¢ National Crime Agency (NCA)

e Road Haulage Association (RHA)

e Society of Motor Manufacturers and Traders (SMMT)

¢ The Office of the Traffic Commissioners

¢ Unite the Union

Acknowledgement is also given to the members of
a wider review panel who were consulted in the
development of this PAS.

The British Standards Institution retains ownership
and copyright of this PAS. BSI Standards Limited as the
publisher of the PAS reserves the right to withdraw or
amend this PAS on receipt of authoritative advice that
it is appropriate to do so. This PAS will be reviewed at
intervals not exceeding two years.

This PAS is not to be regarded as a British Standard.
It will be withdrawn in the event it is superseded by
a British Standard.

The PAS process enables a specification to be rapidly
developed in order to fulfil an immediate need

in industry. A PAS can be considered for further
development as a British Standard, or constitute part
of the UK input into the development of a European or
International Standard.

Information about this document

Certification. Users of PAS 29000 are advised to consider
the desirability of third-party certification of conformity to

this PAS. Users seeking assistance in identifying appropriate
conformity assessment bodies or schemes may ask BSI to
forward their enquiries to the relevant association.

This publication can be withdrawn, revised, partially
superseded or superseded. Information regarding the
status of this publication can be found in the Standards
Catalogue on the BSI website at bsigroup.com/
standards, or by contacting the Customer Services team.

Where websites and webpages have been cited, they
are provided for ease of reference and are correct at
the time of publication. The location of a webpage or
website, or its contents, cannot be guaranteed.

Presentational conventions

The provisions of this PAS are presented in roman
(i.e. upright) type. Its requirements are expressed in
sentences in which the principal auxiliary verb is “shall”.

Commentary, explanation and general informative
material is presented in smaller italic type, and does not
constitute a normative element.

Where words have alternative spellings, the preferred
spelling of the Shorter Oxford English Dictionary is used
(e.g. “organization” rather than “organisation”).

Contractual and legal considerations

This publication has been prepared in good faith,
however no representation, warranty, assurance or
undertaking (express or implied) is or will be made, and
no responsibility or liability is or will be accepted by

BSI in relation to the adequacy, accuracy, completeness
or reasonableness of this publication. All and any such
responsibility and liability is expressly disclaimed to the
full extent permitted by the law.

This publication is provided as is, and is to be used at
the recipient’s own risk.

The recipient is advised to consider seeking professional
guidance with respect to its use of this publication.

This publication is not intended to constitute a contract.
Users are responsible for its correct application.

Compliance with a Publicly Available Specification
cannot confer immunity from legal obligations.
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Events around the world have increased the awareness
of the use of vehicles as a means to cause damage, to
injure and kill. Vehicles have been used as a delivery
mechanism for large explosive devices, known as a
vehicle-borne improvised explosive device (VBIED)
attack. Vehicles have also been used by themselves to
breach a perimeter, ram and damage infrastructure,

or as a weapon to injure and kill people, referred to as
a "vehicle as a weapon” (VAW) attack. In other cases,
vehicles have been used as a means to facilitate another
action through deception or duress or in a combination
of the actions described.

However, commercially operated vehicles are also used
in other forms of serious and organized crime including
drug operations and vehicle and cargo theft as well as
undesirable actions such as anti-social behaviour. While
these types of events do not generally receive the same
level of attention as vehicles used in terrorist incidents
do, they are more prevalent.

Both types of use can, directly or indirectly, cost society.
It also has an impact on the organization that operates
any vehicle used in an attempted or successful action,
potentially causing damage to the organization itself,
its function, assets, personnel and reputation.

This PAS sets out a process (see Figure 1) for the
implementation of measures by organizations that

are operators of commercial vehicles, whether these
vehicles are owned by the organization, leased or hired
from others, that aims to thwart both types of use. The
approach described can be tailored to all organizations,
whether large or small, and to ensure that the measures
adopted by an organization are appropriate and
proportionate to the security risks that arise from a threat
actor obtaining and using one or more of its vehicles.

© The British Standards Institution 2021

PAS 29000:2021



PAS 29000:2021

Figure 1 — Overview of the approach set out in this PAS
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1 Scope

This PAS specifies requirements for the process of
identifying, implementing and maintaining security
measures to reduce the risk of commercially operated
vehicles being used in acts of terrorism and other
forms of serious and organized crime, including drug
operations and vehicle and cargo theft as well as
undesirable actions such as anti-social behaviour.

It covers personnel security and physical security of sites
and vehicles as well as security management planning
and processes.

The PAS is intended for operators of:
¢ light and heavy goods vehicles;

* public service vehicles (PSVs); and

* mobile plant,

whether they are leased, hired or owned by the
operator or driver.

This PAS does not apply to organizations whose

sole business relates to the hiring out of commercial
vehicles, for example, members of the Rental Vehicle
Security Scheme.

NOTE Further information on the Rental Vehicle
Security Scheme can be found on the Department for
Transport website [1].

This PAS is intended for use in the UK but, where
appropriate, can be used in Europe or anywhere else in
the world.

© The British Standards Institution 2021

PAS 29000:2021

2 Normative references

There are no normative references in this PAS.



	PAS 29000:2021
	Contents
	Foreword
	Introduction

	1 Scope
	2 Normative references
	3 Terms, definitions and abbreviated terms
	4 Establishing the need for organizational counter

measures to malicious use of commercially operated

vehicles
	5 Initiating the approach to security of the organization’s commercially operated vehicles
	6 Developing a security management plan
	7 Assessing the specific security risks
	8 Identifying, assessing and recording existing security risk mitigation measures
	9 Determining and developing any additional security risk mitigation measures required
	10 Monitoring and auditing
	11 Responding to security breaches and incidents
	12 Reviewing the security management plan
	Bibliography



